SAFEGUARDING: E-SAFETY
A GUIDE FOR PARENTS

Opening a World of Opportunities
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WHAT DO CHILDREN DO ONLINE AND THROUGH
SOCIAL NETWORKING?
Taken from information found at:
www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/
Children and young people go online to connect with friends, and make new ones, to browse the internet
for information, chat with others and play games. They may:
 search for information or content on search engines like Google and Bing
 share images and watch videos through websites or mobile apps like Instagram, Pinterest, Vine and
YouTube
 use social networking websites like Facebook and Twitter
 write or reply to messages on forums and message boards
 play games alone or with others through websites, apps or game consoles
 chat with other people through online games, BBM (Blackberry Messenger), game consoles,
webcams, social networks and tools like Whatsapp
When online, children and young people can learn new things, get help with homework, express
themselves creatively and connect with friends and family.
There are also risks, but by understanding and talking about the dangers you can help keep your child safe
online.

TIPS TO KEEP YOUR CHILD SAFE ONLINE
KNGS recommends the following website:
www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/

Talking to your child is one of the best
ways to keep them safe. You can also
use parental controls on social
networks, online games and browsers
and on both hardware and software
that can filter or monitor what your
child can see.
Preventing your children from using
the internet or mobile phones won't
keep them safe in the long run, so it's
important to have conversations that
help your child understand how to stay
safe and what to do if they ever feel
scared or uncomfortable.
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HOW KNGS KEEPS YOUR CHILD SAFE & WHAT THEY
LEARN IN SCHOOL
All students in Year 7 -9 receive the following within their Computer Science lessons:
LESSON 1 - Clare thought she knew
Learning Objectives:
• To identify opportunities and risks for young people using social media
• To explore the ways an offender might try to make a young person feel special in order to persuade
them to do what they want
• To select the best advice for young people about staying safe when chatting online
• To learn how to get help if anyone makes you feel uncomfortable online
LESSON 2 – Sexting and passwords
Learning Objective:
 To understand what sexting is and its consequences
 To understand the importance of having strong passwords
 To reflect on how strong their own password is
LESSON 3 – Consequences
Learning Objective:
• Pupils will be able to identify what constitutes personal information
• Pupils will develop critical thinking skills.
Developing awareness of potential risks and how they can be dealt with.

As well as in the first years at KNGS e-safety is also delivered through PSHE lessons. Covering the
following topics:
Use of the internet, Dangers of the internet, Grooming, Chat rooms, Case study of grooming,
Cyber bullying, E safety – friendship, Grooming, Cyber bulling and the law
Aspects of e-safety are also touched upon as part of the wider PSHE curriculum for example through
current affairs and at relevant age appropriate opportunities, including such topics as:
Certificates/ratings, violent video games, Watershed, Illegal activity online, Stereotypes, Representation of
women in Disney, Media: radicalisation/ extremism, Women in media, Sexualisation of images and
Pornography.
For these and a full look at all our PSHE topics please visit our school website and select the curriculum
tab and the subject PSHE or go direct to www.kngs.co.uk/PSHE
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PARENTS QUICK GUIDE TO KEY DOCUMENTS
ON KNGS WEBSITE
The following key information can be found under the following tabs on the KNGS website:

‘ABOUT US’ tab:



Policies – a link to the list of school policies and procedures
Special Educational Needs – information on the provision at KNGS along with a Q&A section

‘SCHOOL LIFE’ tab:







School Day – structure of the school timetable
Uniform – information on Uniform requirements and link to Uniform Policy
Parents (Parent Resources) – information on school/parent partnership, a list of useful parent
resources and Home School Agreement
Extra-Curricular Information – extra-curricular timetables for the year
Homework – homework timetables for each year group along with link to Homework Policy
Health & Wellbeing – outlining support within school as well as via outside agencies

‘NEWS & EVENTS’ tab:



Term Dates (Including Training Days)
Newsletters – archive of parent newsletters

‘CONTACT US’ tab:




School Contact Information – telephone, email etc.
Communications Chart – document detailing communication channels between home and school
Staff List – full staff list with email addresses
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A GUIDE TO SOCIAL NETWORKING SITES & APPS
The following give a brief description of popular sites and apps.
KNGS recommend using the following website:
www.net-aware.org.uk/ (or follow the link from the NSPCC website). Hovering the mouse over any of the
images and clicking on them will take you to more information about that site or app.
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New apps become available all the time, for example music.ly. This is a video social network site. The
free-to-purchase musical.ly app - which has 60m users has been No.1 on the iTunes store worldwide
- allows people to create and share 15 second clips and communicate with followers. The concern is
that children have been asked to send naked pictures of themselves to anonymous users within the
app.
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PRIVACY SETTINGS
One of the most important things your child can do to reduce risk online is ensure their privacy settings are
correct.
KNGS recommend using the same website mentioned earlier : www.net-aware.org.uk/ once you click on
an app for information you will get the following screen (the example is from Snapchat):

Now click on the
Privacy settings
to expand this
view.

More information
will now appear

Now click this link and it will take
you to the sites instructions on
9 setting the privacy and safety
features.

You will then be taken to the
instructions to change the privacy
settings

There might
be other
useful
settings like
the visibility
of the
account to
other people

All of the above apps connect to this style display and link to the privacy settings.
So all you need to do now is sit with your child and check the settings on all their apps are set
correctly.
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REPORTING CONCERNS, GETTING INAPPROPRIATE
IMAGES TAKEN DOWN & MORE SAFETY ADVICE
KNGS recommended site is CEOPS (a command of the National Crime Agency) website ‘think u know’:
www.thinkuknow.co.uk

Click on this tab if you’re a
Parent or Carer

Report abuse directly here.
This does not replace the need to,
for serious concerns, phone West
Midlands Police on 101.

The Parent page has useful
information, just follow the links.
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MOBILE PHONE ETIQUETTE AND HEALTHY HABITS
No phones at the family dinner table or during dinner time,
breakfast etc.
Have set periods in the evening when they are allowed their
phone.
Charge the phone downstairs overnight (not in child’s room) or
they hand in their phone to you at a set time each night and you
pass back in the morning. Remember you are the parent!
Support the school with improving behaviour, confiscation of
phones by parents is a powerful tool in your arsenal.

Always know your child’s
passcode to their phone, ipad,
surface etc. If they will not tell
you then assume they are not old
enough to have the device, there
should be nothing to hide.
If they are on social media
befriend them on the app so that
you can see some of their activity.
Check their phone regularly.

Keep reminding them not to walk down the road texting or using
their phones, children have been knocked down by traffic or
tripped over obstacles on the pavement causing injury.
When setting up new phones don’t type in your (parent)
app store passcode as this could be linked to your bank
account. This will prevent them from downloading both
free and to purchase apps. They will have to ask you to
download the app – this way you can check out if you think
it is appropriate and is a good way to monitor their phone.

Signifies in app
purchases
whether original
app was free or
paid for.

Also be aware of ‘in app purchases’ even if the app is free
to download there could be costs to ‘move up levels’ or
‘world’ or to acquire additional features.

WHAT APPS DO WE CONSIDER SAFE?
We are often asked what apps we consider safe. The honest answer is we do not recommend any apps, as
no member of staff is an expert in this field. The schools advice is to know what apps your child has and to
fully investigate the use and purpose of the app.
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PARENTAL ACCESS TO THE INTERNET
If you do not have access to a computer the following local libraries have internet access:
1. Stirchley Library, Bournville Lane, Birmingham, B30 2JT
Opening hours
Monday:
Tuesday:
Wednesday:
Thursday:
Friday:
Saturday:
Sunday:

9am to 1pm, 2pm to 5pm
9am to 1pm, 2pm to 5pm
Closed
1pm to 7pm
Closed
10am to 4pm
Closed

2. Kings Norton Library, Pershore Road South, Birmingham, B30 3EU
Opening hours
Monday:
Tuesday:
Wednesday:
Thursday:
Friday:
Saturday:
Sunday:

Closed
9am to 1pm, 2pm to 5pm
9am to 1pm, 2pm to 5pm
10am to 1pm, 2pm to 6pm
9am to 1pm, 2pm to 5pm
10am to 3pm
Closed

3. Northfield Library, 77 Church Road, Birmingham B31 2LB
Opening hours
Mon – Tue: 9am to 6pm
Thu:

9am to 8pm

Fri – Sat

9am to 5pm

or alternatively contact the school and we can arrange for a supervised opportunity to use our internet.
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PARENTAL CONTROLS

Adding protection to your internet at home and on other devices
Due to the wide variety of devices and providers there is not one solution for protecting your network at
home, however internetmatters.org has a great feature which will go through the most common devices
and providers and take you step by step through how to get parental controls set up.
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OTHER USEFUL WEBSITES
The following are suggestions from the site:
http://www.thegrid.org.uk/eservices/safety/weblinks_parents.shtml

www.thinkuknow.co.uk – The Child Exploitation and Online Protection (CEOP) Centre has set up its own
educational website which has been designed and written specifically for children, young people, teachers,
parents and carers.
www.getsafeonline.org – A beginner’s guide to using the Internet safety, including a quiz and some video
tutorials about how to ‘stay safe’ on-line.
www.kidsmart.org.uk – Kidsmart is an award winning internet safety website for parents and those
working with children. It has been developed by the children’s internet charity Childnet International and
has excellent information on many of the technologies used by children, with guidance on how to ‘stay
safe’ online.
www.childnet-int.org – A non-profit making organisation working directly with children, parents and
teachers to ensure that the issues of online child protection and children’s safe and positive use of the
internet are addressed. Childnet International produces an online CD guide specifically for parents
KnowITAll
http://consumers.ofcom.org.uk/files/2009/09/managemedia.pdf– Managing your Media – Good Ofcom
online safety video and guide for parents/carers
www.bullying.co.uk – One in five young people have experienced bullying by text message or via email.
This web site gives advice for children and parents on bullying.
www.chatdanger.com – This website is about the potential dangers with interactive services online like
chat, IM, online games, email and on mobiles. It provides information, advice, true stories and games. The
resource page also contains a number of links to other useful websites.
http://parents.vodafone.com – Vodafone have developed this website in conjunction with mumsnet. It is
very accessible and provides information and guidance to parents with understanding their child’s digital
world and get more involved. There is even an on-line test to see how much you know!
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